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(57) Abstract: 

PROBLEM TO BE SOLVED: To make it difficult to 
make an illegal machine by reproducing contents 
data while ignoring permission information by 
recording data, ciphered on the basis of a key 
or recording data ciphering generated on the 
basis of recording and readout limitation 
information and a recording media key provided 
for recording equipment, and the recording and 
readout I i m i tat i on i nf ormat i on. 
SOLUTION: Data to be recorded are given a 
permission code of transmission and reception 
I imitation information for respective 
categories. The categories may be the equipment 
number of equipment connected to equipment 
which records the data. The permission code is 
given for every category; and 0 indicates 
permission and 1 indicates nonpermi ss ion. The 
data are ciphered by using as a ciphering key 
K-C0NT calculated from a function (f) depending 

upon the recording medium key Km of the recording equipment in addition to the 
permission information P. The function (f) may be a function which employs as an 
arithmetic result the output obtained by inputting P and Km as a key for block 
ciphering and a data input. 
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ttHiig^s, 208H ^^rmmmt^—^mhsik 
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Pf^flia», 10 8H S^ft^-^EiggP, 1 0 9 
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